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1 Executive Summary  

The audience of this document is primarily for the persons interested to deploy SEAL and contribute to 

its further development. 

 

SEAL is an Open Source Project, Co-financed by the Connecting Europe Facility (CEF) of the European 

Union, and all development modules are to be found on the Git Hub repo: https://github.com/EC-SEAL. 

 

The SEAL Project participates in the European Student Card initiative with the aim to help provide 

technical means for facilitating modern online experience for Erasmus and student mobility. In 

particular, SEAL enables students to authenticate online in a trusted way to university and student 

services with their existing student credentials (in the eduGAIN federation) and/or with their national 

citizen eIDs (in the eIDAS network). The means on how SEAL achieves this is through providing 

students with trusted linked identities, that they can share as required with the Service Providers that 

need them. SEAL supports both a federated and Self-Sovereign Identity solution for Service Provider 

verifications. 

 

The SEAL service does not store any personal data in a central repository and therefore avoids honeypot 

for attacks, to steal user´s data, and in the same design addresses some MS´s privacy concerns in creating 

central databases, with such linked information. All student identity and linked identity data is stored in 

the students´ own Personal Data Store and/or SSI Wallet, as they prefer.  

 

It is seen in the presented design, that SEAL is developed in an extendable microservice architecture 

which makes it easy to add new modules for example for importing identities beyond those sources 

currently supported (i.e. eduGAIN, eIDAS & eMRTD). 

 

The document first presents typical user stories that SEAL helps to facilitate, before going on to describe 

the developed logical architecture that is designed, considering also requirements from the grant 

agreement as outlined in the previous design deliverable [1].  

 

Finally, the document presents the developed microservice solution, detailing the deployment reference 

architecture, the OpenAPI interface specification and the technical information for each developed 

microservice module, so to be useful to anyone wanting to later contribute to its coding, and also deploy 

and test it. 

 

 

 

 

 

https://github.com/EC-SEAL
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2 Introduction  

2.1 Purpose of the document 

The document serves to provide an overall description of the SEAL Service from the user stories that it 

addresses, to the logical architecture and design and finally the developed modules and interfaces. 

The document with its references to the project GitHub repo serve as a resource to anyone that wishes 

to further develop and deploy SEAL.  

Any updates to the technical design or deployment reference architecture during integration and test will 

be captured in a revised final version of this deliverable. 

2.2 Relation to other project work  

The description of the identity modules that the SEAL Service developed and deploys are described in 

SEAL D3.2 [2]. 

 

The description of the mobile and web Dashboard that the SEAL Service developed and deploys are 

described in SEAL deliverable D3.3 [3]. 

 

Some reference will be made to the above modules and their functions in this deliverable as they are 

part of the whole SEAL Service deployment, however these documents must be referred to in their own 

right for a proper examination of their functionality and implementations. 

 

2.3 Structure of the document 

This document is structured in 3 major chapters 

Chapter 3 presents the user stories for which SEAL aims to provide for 

Chapter 4 presents the up-to-date developed logical design architecture 

Chapter 5 presents the technical solution, including deployment reference architecture, interfaces, and 

deployed modules 
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3 User Story 

SEAL aims to facilitate student mobility in Europe by providing students with the means to be able to 

authenticate to university and other student services with either their national citizen and/or academic 

eIDs. Wherever students travel to in Europe they will be able to be prove they are a student and identify 

themselves through their academic and/or citizen identities.  

 

Here are typical student user stories that SEAL aims to provide for: 

 

 

Figure 1 SEAL Student User Stories 
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4 Logical Design  

This section presents the modular modelling of the basic functional units and the design of the interfaces 

that articulate the behaviour and collaboration between them. Each module can implement more than 

one interface. 

4.1 Use Case Diagrams 

This section shows the UML use case diagrams that are designed for the SEAL Service. 

 

4.1.1 SEAL Service Dashboard operations 

This use case diagram shows all the operation flows the user can follow from the access to the SEAL 

Service Dashboard. We will specify separately only those requiring more detail than what is shown here. 

For the application logic detail of each operation in this diagram, refer to the specific activity diagrams 

in section 4.4. 
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Figure 2: SEAL Service Dashboard operations 

4.1.2 User requests validated linking between two imported identities by a human agent 

This diagram refers to a specific implementation of a linking module, which involves the interaction of 

another human agent, and reflects the most complex case supported by the linking interface. 
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Figure 3: Human-agent identity linking use case 

 

4.1.3 Service Provider requests to authenticate a user and/or verify his/her linked 

identity attributes 

This use case contemplates both the case of federated SPs requesting authentication or data (identity or 

linking data) to SEAL service, as well as the relay of the SP on a VC verifier. 

 

Figure 4: Service Provider request use case 
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4.2 SEAL Logical Architecture  

4.2.1 SEAL Logical Architecture Diagram 

 

Figure 5: SEAL Service architecture diagram 

4.2.2 Modules Definition 

Textual definition of the modules and their purpose and general functionality include sequence or 

activity diagrams where needed: 

4.2.2.1 Session 

To keep the user operation state between microservice calls. Designed as the session layer of any 

application framework. Acts as a secure volatile shared buffer between microservices to exchange data 

in the context of a client session. 

Also, it implements operations to facilitate the secure communication between front-channel relayed 

microservice calls. 



 

 

 

 

Document name:  D3.1 Technical documentation on common code of 

Platform  
Page:    18 of 97 

Reference:  D3.1 Dissemination   PU Version:  1.0  Status: Final 

 

4.2.2.2 Configuration 

Module to keep a central repository of configuration, both private and public configuration, to avoid 

multiplicity. 

4.2.2.3 API GW  

This module implements the user interface API of the SEAL service, and thus implements the main 

application and control logic of the service. This allows supporting multiple independent clients, like 

the Web app and the mobile client. 

This module relays basically presents the selection lists and display data to the client and brokers the 

command requests from the client to access specific modular functionalities. 

4.2.2.4 Client 

These modules implement the common part of the user interface (The SEAL Dashboard) for the web 

browser environment and for the mobile application environment. They are considered not trusted 

running environments, so they simply act as command and display interfaces. The modules that require 

specific interface handle this by themselves. To allow for this, the clients must have the option to pass 

control to a remote service UI (through a browser window, iframe or equivalent mechanism). 

4.2.2.5 Identity 

This module will allow trusted access to information regarding an identity, and if available, 

authentication with that identity. EduGAIN, eIDAS and eMRTD are specific implementations of this 

module. Implementations that use front-channel redirection to external sources support an external call-

back interface, so to receive the response. 

4.2.2.6 Persistence 

Persistence modules are those where application data will be encrypted and decrypted for storage. 

Implementations include personal cloud storage services (Google Drive and Microsoft One Cloud), 

SEAL mobile app storage and Browser local storage. 

In SEAL, the  Personal Data Store (PDS) to be stored will be encrypted with a user password, to disallow 

unauthorised access, and signed by the SEAL service, to prevent tampering. 

When the PDS is retrieved from its local or cloud storage, it will be loaded into the user´s SEAL session, 

so it can be managed or updated by the dashboard operations.  

4.2.2.7 Identity Derivation 

These modules allow to generate a new identifier, linked to the data sets of the user, with a high 

assurance level. Depending on the implementation, it might also produce credentials to authenticate. A 

random UUIDv4 generation module is provided. 
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4.2.2.8 Identity Linking / Reconciliation 

Identity linking modules receive two data sets related to two identities and implement a procedure to 

check if both identities belong to a same person. These procedures may be: 

¶ Automated: the procedure does not imply any human agent as trusted third-party validator. 

¶ Semi-automated: the procedure implies a human agent as trusted third-party validator but does 

not require the user to identify himself in person in front of the validator. 

¶ Manual: the procedure implies a human agent as trusted third-party validator and requires the 

user to identify himself in person in front of the validator. 

Two implementations are provided: 

- An automated linking module, that relays on a configurable ruleset to transform incoming data 

sets into a set of strings that are semantically paired and are then compared with a string 

similarity algorithm, and based on the results and a configured threshold, the link is awarded or 

not. 

- A manual linking module, that has its own integrate client for the linking officers to handle the 

requests, examine their content, interact with the requester 

Specification is ready to support third party KYC companies. Provided modules do not store personal 

user data (except in session, during the reduced handling period) to avoid GDPR issues. Any third-party 

integrator must implement a consent form for the user to accept the data treatment and transfer to the 

external provider. 

4.2.2.9 SP request handling  

These services implement all the public interfaces to provide functionalities to client services (SPs). 

These include authentication, attribute and linking information query, validation of claims, and possibly 

others. A SAML and an OIDC modules are provided. 

4.2.2.10 Verifiable Credentials Issuer 

This module will allow issuing/deleting/revoking/refreshing/updating verifiable claims, which are data 

sets that have validity and integrity on their own or through a deferred validation mechanism, so the user 

can deliver them to an SP who will perform the validation by itself. SEAL Service, of course, might 

need to write the verification means on a specific infrastructure, and the claim on a persistence module. 

Issuing verifiable credentials on a DID wallet and writing the verification on a Blockchain is the main 

implementation of this module, but it could also be implemented on a PKI infrastructure. 

4.3 Sequence Diagrams 

4.3.1 User accesses SEAL Service 

This use case concerns the user accessing the SEAL Service through the Mobile or Web Dashboard 

App. There are two options available to access the SEAL Service: Either by: 
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¶ loading his/her PDS into SEAL and proving they own it by deciphering it with a secret 

password.  

¶ a user authenticating to SEAL with their Self-Sovereign Identity Wallet. 

 

Links to the sequence diagrams supported for this use case are available here: 

¶ https://github.com/EC-SEAL/interface-specs/wiki/UC1 

4.3.2 User configures a PDS 

This use case concerns the user configuring their Personal Data Store (PDS), be it on a mobile device, 

a local browser or in a cloud service such as Google Drive or OneDrive. 

 

Links to the sequence diagrams supported for this use case are available here: 

¶ https://github.com/EC-SEAL/interface-specs/wiki/UC2 

4.3.3 User adds/imports one of their identities 

This use case concerns the capability of SEAL to add / import electronic identities from authentication 

sources and other attribute sources. Currently supported are eIDAS, eduGAIN and eMRTD. 

 

Links to the sequence diagrams supported for this use case are available here: 

¶ https://github.com/EC-SEAL/interface-specs/wiki/UC3 

4.3.4 User wants to move/backup data to another PDS 

This use case concerns the capability of SEAL to let a user move/change his PDS from one storage 

medium to another e.g. from mobile storage to cloud storage. 

 

Links to the sequence diagrams supported for this use case are available here: 

¶ https://github.com/EC-SEAL/interface-specs/wiki/UC4 

4.3.5 User requests to be issued with a Verifiable Credential 

This use case concerns the capability of SEAL to issue a user with a Verifiable Credential for any of 

their identities added in SEAL. 

 

Links to the sequence diagrams supported for this use case are available here: 

¶ https://github.com/EC-SEAL/interface-specs/wiki/UC5 

https://github.com/EC-SEAL/interface-specs/wiki/UC1
https://github.com/EC-SEAL/interface-specs/wiki/UC2
https://github.com/EC-SEAL/interface-specs/wiki/UC3
https://github.com/EC-SEAL/interface-specs/wiki/UC4
https://github.com/EC-SEAL/interface-specs/wiki/UC5
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4.3.6 User requests a derived identity 

This use case concerns the capability of SEAL to create derived identities linked to a previously 

authenticated identity. For example, anonymous UUID, over18, isStudent etc. 

 

Links to the sequence diagrams supported for this use case are available here: 

¶ https://github.com/EC-SEAL/interface-specs/wiki/UC6 

4.3.7 User requests validated linking between two imported identities 

This use case concerns a user who requests that two of his/her identities are validated by SEAL or an 

external 3rd party to the fact that they are linked/belong to the same user, and with a certain Linked 

Level of Assurance (LLoA). There can be manual or automatic means to validate the user´s identities 

are linked. 

Links to the sequence diagrams supported for this use case are available here: 

¶ https://github.com/EC-SEAL/interface-specs/wiki/UC7 

4.3.8 Service Provider requests to authenticate a user and/or verify his/her linked 

identity attributes 

SEAL supports Service Providers with various verification requests for authentication or identity 

attributes query as follows: 

1. Authentication, with option to specify eIDAS or eduGAIN source (by a variable). 

2. Retrieval of linked identity attribute data, with option to specify one of the following sources 

(by a variable): 

o Personal Data Store 

o Verifiable Credentials from a user´s SSI Wallet 

o eIDAS 

o eduGAIN 

3. No specific request and user can select from any of the verification means supported by SEAL 

Links to the sequence diagrams supported for this use case are available here: 

¶ https://github.com/EC-SEAL/interface-specs/wiki/UC8 

 

4.4 Activity Diagrams 

4.4.1 Dashboard access 

This is the logic flow when a student accesses SEAL service dashboard from its client. Blue boxes 

reference to other activity diagrams that expand this functionality 

https://github.com/EC-SEAL/interface-specs/wiki/UC6
https://github.com/EC-SEAL/interface-specs/wiki/UC7
https://github.com/EC-SEAL/interface-specs/wiki/UC8
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Figure 6: Dashboard Access activity diagram 

4.4.2 DID Authentication 

Flow of the DID-pairing with the user wallet. 
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Figure 7: DID Authentication activity diagram 
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4.4.3 Configuration Manager 

 

Figure 8 Configuration Manager main business logic 

4.4.4 Session Manager 

4.4.4.1 Generate msToken 

 

Figure 9 Generate msToken 
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4.4.4.2 Validate msToken 

 

 

Figure 10 Validate msToken 
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4.4.4.3 Update Session data 

 

Figure 11 Updates Session Data 

 

 

4.4.5 API GW 

The main role of the API GW is to be the first point of interaction with the Dashboard App user interface. 

It performs business logic and service orchestration with backend microservice SEAL systems and 

responds to the Dashboard with the access method and security token needed to communicate with the 

service that the dashboard is wanting to access. This is captured in the following activity diagram. 
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Figure 12 API GW main business logic 

4.4.6 Persistence 

This section describes the different logical persistence storage management flows. Only the load 

operation is described, as the write is essentially equivalent, and just reverses the order of the core 
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operations: (sign, encrypt and write instead of read, decrypt and verify signature). The three generic 

flows are as follows: 

- Remote storage on a cloud service 

- Local storage on the same client we are using. 

- Storage on the mobile client, but accessing it from the web client 

 

Figure 13: Persistence in cloud activity diagram 
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Figure 14: Persistence in local client activity di agram 
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Figure 15: Persistence in remotely accessed mobile client activity diagram 

4.4.1 Federated Identity Import/Authentication 

Flow for importing the data from a federated identity (eIDAS, EduGAIN, etc.) 
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Figure 16: Federated Identity import activity diagram  

4.4.2 Travel Document Identity Import 

Flow for importing the data from an eMRTD. 
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Figure 17: eMRTD identity import  activity diagram 

4.4.3 Derivation 

The derivation module currently supported in SEAL is to derive a simple UUID that can be used for 

anonymous user survey´s etc. 
























































































































